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Summary

@ Misinformation and hate speech in Brazil.

@ Methods and data resources for automated fact-checking
and hate speech detection.
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Misinformation and Hate Speech in Brazil: Data

Plataforms Ist round 2nd round Variation
WHATSAPP 1.002 1.363 36%
TELEGRAM 1.499 1.846 23%
YOUTUBE 246 203 17%
TWITTER 190.924 299.971 57%
FACEBOOK 6.279 5.682 9%
INSTAGRAM 2.615 2.467 5%

Table: Misinformation during 1st and 2nd round of the presidential election in 2022,
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Topics (highest engagement) o Zndround
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@ Gender and family o —
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Misinformation and Hate Speech in Brazil: Data
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Figure: IPSOS (2018)2.

’https://www.ipsos.com/sites/default/files/ct/news/documents/2018-09/
fake-news-filter-bubbles-post-truth-and-trust.pdf
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Misinformation and Hate Speech in Brazil: Data
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Figure: IPSOS (2018)°.
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Misinformation and Hate Speech in Brazil: Data
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Misinformation and Hate Speech in Brazil: Data

In 2017-2018, denunciations against sexism had the worrying increase of 1.639,5%;
xenophobia 595,5%; neo-nazism 262,0%; public incitement to violence and crimes
against life 161,17%; LGBTphobia 63,73% (Safetnet, 2018)°
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Misinformation and Hate Speech in Brazil: Data

Denunciations against hate crimes in 2021-2022 (Safetnet, 2023)°
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Figure: Hate crimes in 2022 electoral Figure: Sexism in 2022 electoral year.
year.

Shttps://tinyurl.com/wjkédycdr

Francielle Vargas

University of S3o Paulo September 18, 2024


https://tinyurl.com/wjk4ycdr

Misinformation and Hate Speech in Brazil: Conservatism and “Office of Hate

Conservatism and “Office of Hate”

@ From 1990 to 2019 there was an increase of 543% in the number of protestant

churches
(USP, 2023)".

@ The Bolsonaro government (2019-2022) was marked by conservative narra-
tives.

o “Office of hate”: It was responsible for spreading misinformation and hate
speech on different platforms in Brazil.

"https://tinyurl.com/yurstdcz
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Misinformation and Hate Speech in Brazil: A Sophisticate Machine
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Figure: Misinformation and Hate Machine: Harmful Cycle.



Main Challenges

© Data resources and methods mostly developed for the English language.

© Hate Speech Detection:
o Inaccurate definition for offensiveness and hate speech (Fortuna et al., 2020).

e Missing contextual (cultural) information (Davidson et al., 2019).

e Scarce consideration on social bias (Davani et al., 2023).

© Automated Fact-Checking:

e Fact-checking organizations (e.g. PolitiFact, Lupa) have provided lists of un-
reliable news articles and media sources (Baly et al., 2018a).

o Inaccurate prediction: each news article comprises multiple sentences that may
contain factual, biased and fake information (Vargas et al., 2023).

e Most existing fact-checking methods do not explain their decisions by provid-
ing relevant rationales for predictions (Baly et al., 2018b).
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Fact-Checking and Hate Speech Detection:
Data Resources, Methods and Systems
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Checking and Hate Speech Detection: Data Resources

Data Resources
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Fact-Checking and Hate Speech Detection: Data Resources

Corpus Type Description

HateBR Hate speech 7.000 /nstagram comments - balanced
class

HateBRXplain Explainable hate speech 3.500 offensive comments annotated
with rationales

MOL Multilingual offensive lexicon 1,000 pejorative terms annotated with
contextual information.

CrowS-Pairs-BR Fairness/Social Bias 300 tuples containing social stereotypes

and counter-stereotypes.

Table: Data resources for building hate speech technologies in Brazilian Portuguese.

Corpus Type Description

FactNews News credibility prediction 6,161 sentences from 300 news articles
annotated with factual, biased, quotes
labels.

Table: Data resources for building automated fact-checking in Brazilian Portuguese.
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Hate Speech
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Figure: HateBR annotation schema.
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e Speech Detect Data Resources
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Figure: Examples for each hate speech data resource.
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Automated Fact-Checking: Data Resources

Fact-Checking

Figure: FactNews annotation schema
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Automated Fact-Checki Data Resources

12 Types of Media Bias by AllSides SFGATE

Twitter banned or suspended several high-profile journalists Thursday

%:ﬁﬁg‘ubstamimed Claims K evening, a move that further reveals the seemingly arbitrary decision-
3.0pinion Statements Presented as Fact-"" making of Elon Musk, a self-avowed “free speech absolutist.”
4.Sensationalism/Emotionalism ..
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5 issi s ti
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seats that look like this one in Pennsylvania are toss-ups in November, it's going to
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Figure: Media Bias Definition by AllSides®.
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Automated Fact-Checking: Data Resources

N

Sentence-level news article

Label

Title

President lowers Brazil's image with repeated
misinformation and does not receive attention
from global leaders.

Biased

S1

President Jair Bolsonaro touch a sore point
of Europeans when he pointed out that the in-
creased use of fossil fuels is a serious environ-
mental setback, in his opening speech at the
UN General Assembly, Tuesday (20).

Biased

S2

Germany received criticism from the UN for the
investment agreement with Senegal for the pro-
duction of gas in the African country.

Factual

S3

“This constitutes a serious setback for the en-
vironment”, he said, referring to the Europeans

Quotes

S4

However, Bolsonaro signed measures contrary
to environmental protection during the four
years of the Brazilian government.

Factual

S5

There is a huge difference between speaking
at the UN and being heard at the UN.

Biased

Table: A news article annotated at sentence-level with factual, biased and quotes labels.
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hecking and Hate Speech Detection: Methods and Models

Methods and Models
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Fact-Checking and Hate Speech Detection: Methods and Models

Description Task

Optimized Bag-of-Words Model by Contextual Lexi- Hate Speech Detection
con for Explainable Hate Speech Detection

A Post-hoc Explanation Method by Stereotypes and  Social Bias Evaluation
Counter-Stereotypes to Assess Social Bias in Hate

Speech Classifiers

Table: Explainable method and model for hate speech detection.

Description Task

Explainable Fact-checking through Factual Reasoning  Providing fine-grained ex-
planations of news credibil-
ity information by predict-
ing both sentence-level news
credibility and veracity.

Table: Explainable method for automated fact-checking.
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Hate Speech Detection: Methods and Models
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Figure: Optimized BoW model by contextual lexicon for explainable hate speech
detection.
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Hate Speech Detection: Methods and Models

Social
Input Output Stereotype
Analysis (SSA)
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Figure: A post-hoc explanation method by stereotypes and counter-stereotypes to assess
social bias in hate speech classifiers.
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Hate Speech Detection: Methods and Models

Examples Classes

They've been known to disregard people Hate [

who march in Gay Pride parades. Speech Unreal
They've been known to disregard people Non-Hate offensiveness
who march in Christmas parades. Speech

They've been known to disregard people Non-Hate -

who march in parades. Speech

We can't go to that one in this Mexican Non-Hate -
neighborhood. You might be robbed Speech Offensiveness
We can’t go to that one in this Canadian Hate was
neighborhood. You might be robbed. Speech neglected
We can't go to that one in this neighbor- Hate

hood. You might be robbed. Speech -

Figure: Social stereotype bias in hate speech classifiers.
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Automated Fact-Checking: Methods and Models
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hecking and Hate Speech Detection: Results

Results
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Hate Speech

Tasks T Features set T Class I ‘Precision Recall | Fl-Score
| | | NB | SVM | MLP | LSTM | NB | SVM | MLP | LSTM | NB | SVM | MLP | LSTM
T o [050 [ 051 [ 047 | 049 | 041 | 039 | 051 | 037 | 045 | 044 | 049 | 042
Jms¢s |1 | 050 | 051 | 054 | 049 | 050 | 064 | 051 | 062 | 059 | 057 | 052 | 055
| | Ave | 050 | 051 | 051 | 049 | 050 | 051 | 051 | 049 | 050 | 050 | 051 | 049
Task 1:
Offensive | | o | 085 | 082 | 092 | 08 | 086 | 096 | 081 | 089 | 086 | 088 | 081 | 086
BOW
Language | |1 | 086 | 095 | 079 | 088 | 085 | 079 | 09 | 081 | 085 | 086 | 090 | 085
Detection
| | Avg | 085 | 088 | 086 | 085 | 085 | 087 | 086 | 085 | 085 | 087 | 084 | 085
| | o | 074 | 078 | 094 | 079 | 097 | 096 | 077 | 094 | 084 | 086 | 085 | 086
MoL
| |1 | 095 | 094 | 072 | 093 | 066 | 073 | 093 | 075 | 078 | 082 | 081 | 083
| | Avg | 085 | 086 | 083 | 086 | 081 | 084 | 085 | 084 | 081 | 084 | 081 | 084
| | o | 084 | 084 | 091 | 086 | 093 | 094 | 083 | 085 | 088 | 088 | 087 | 085
B+M .
| |1 | 093 | 093 | 081 | o085 | 083 | 081 | 09 | 086 | 087 | 086 | 085
| | Avg | 089 | 088 | 086 | 085 | 088 | 088 | 087 | Dss | 088 | 056 | 086 | 085
| o 052 049 [ 042 | 052 048 [ 078 | 053 | Dw7 | 050 | 040 | 047 | 050
POS+S Ay
| [ 1 | 052|047 | 063 | 052 | 056 | 020 | 052 | 057 J°08°7 028 | 057 | 054
| | Avg | 052 | 048 | 053 | 052 | 052 | 049 | 053 | 052 | 052 | 044 | 052 | 052
Tusk 2: | |0 |o062| 084 | 043 | 085 | 082 | 042 | 082 | 037 | 070 | 055 | 057 | 054
Hate Speech | pow
Detection | |1 | 073 | 061 | 091 | 061 049 | 092 | 061 | 093 | 059 | 073 | 073 | 073
| | Ave | 068 | 072 | 067 | 073 | 066 | 067 | 072 | 066 | 065 | 064 | 065 | 064
| [0 |06 | 062 | 058 | 060 | 074 | 080 | 068 | 093 | 067 | 069 | 063 | 073
| Mo [t 067 | 071 | 073 | 084 | 053 | 050 | 063 | 038 | 059 | 059 | 068 | 052
| | Avg | 064 | 066 | 066 | 072 | 064 | 065 | 066 | 065 | 063 | 064 | 066 | 063
| [0 [079| 07 |09 | 071 |078 | 093 | 079 | 089 | 078 | 084 | 086 | 079
]B’M |1 | 078 | 092 | 076 | 085 | 079 | 072 | 092 | 064 | 079 | 0.8QeP VIS e 073
| | Avg | 078 | 084 | 085 | 078 | 078 | 083 | 086 | 077 | 078 | 0’82 | 085 | Q%

Figure: Optimized BoW model by contextual lexicon: Evaluation on HateBR.
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e Speech Detect Results

Figure: Optimized BoW model by contextual lexicon:

Francielle Vargas

[ Task I: Offensive Language Detection | Task 2: Hate Speech Detection

Models T Class
| | Precision | Recall |  Fl-Score | Precision | Recall | Fl-Score
e, [0 | 085 | 086 | 086 | 076 | 065 | 070
CEBERT o |0 | oss | oss | oss | o6+ | 075 | 069
[Avg | o086 | osss 08 % 070 | 07 | 070 .':.
[0 | oss | oss | "cuse | o078 | 076 | co77°"”
fastText (umigram) | 7 067 087 | o087 | 076 | 079 | o7
| Avg | o088 | o088 | 0.88 | 077 | 079 | o077
[o | o083 |08 | 08 | 077 | 084 | 080
fastText (bigrams) | 1 o4 | 0sa | o085 | 080 | 072 | 076
|Avg | 085 |08 | 08 | 078 | 078 | 078
[o | o8 | 091 | 0.87 | 077 | 097 | o086
fastText (tigrams) | 47 090 | 081 | 085 | 09 | 070 | o081
|Avg | 086 | 08 | 08 | 08 | 084 | 083

niversi

of Sdo Paulo

Evaluation on HateBR.




Social Stereotypes in Datasets

—— HateBR (pt-br) OLID (en-us)
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ocial Bias in Text Representations
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/
/
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/
/
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Bow BERT fastText B+M MoL

Figure: SSA in different datasets. Figure: SSA in ML learning models.

of Sdo Paulo

Francielle Vargas



Automated Fact-Checki RESTI

Fact-Checking

Description Folha de Sao Paulo Estadao O Globo Al
factual quotes biased factual quotes biased Factual quotes biased

#Articles 100 100 100 300
#Sentences 1,494 450 231 1,428 483 182 1,320 458 145 6191
#Words 30,374 7,946 5177 30,589 8,504 4,002 25,505 7,740 3,195 123,032

Avg Sentences/Article 14.94 7.03 3.78 14.28 7.00 3.19 13.20 7.15 2.84 8.15
Avg Words/Sentences 20.33 17.65 22,41 21,45 17,60 21,98 19,32 16,89 22,03 19,96
Body/Title Body 1,337 440 207 1,218 473 162 1,089 441 131 5,498

Title 157 10 24 210 10 20 231 17 14 693

Political 912 340 130 870 352 106 748 351 64 3,873

World 224 48 31 224 49 27 216 32 29 880

Domains Sports 100 23 34 124 25 29 98 18 39 490

Daily 132 11 2 98 7 4 148 7 4 413

Culture 98 26 32 72 42 15 v 45 5 412

Science 28 2 2 40 8 1 33 5 4 123

Noun 4.85 4.09 5.72 521 4.12 5.60 4.59 3.82 5.19 4.79

Verb 220 255 2.60 228 251 2.53 2.00 2.44 2.57 4.18

Part-of-speech Adjective 1.03 1.03 1.32 111 1.08 1.32 0.94 0.97 1.48 114
(Avg) Adverb 0.67 0.82 0.93 0.67 0.94 0.90 0.59 0.90 0.94 0.81
Pronoun 0.52 1.02 0.73 0.51 0.97 0.56 0.47 0.90 0.59 0.69

Conjunction 0.51 0.55 0.61 0.54 0.57 0.73 0.51 0.88 0.70 0.62

Happiness 0.12 0.22 0.20 0.16 0.28 0.26 0.13 0.28 0.22 0.20

Disgust 0.03 0.06 0.05 0.04 0.06 0.03 0.04 0.04 0.04 0.04

Emotions Fear 4.18 3.80 4.63 4.41 3.77 4.56 4.05 3.60 4.50 4.16
(Avg) Anger 0.05 0.06 0.13 0.07 0.07 0.12 0.06 0.08 0.20 0.09
Surprise 0.01 0.03 0.03 0.01 0.03 0.05 0.01 0.02 0.01 0.02

Sadness 5.86 5.71 6.52 6.17 5.55 6.48 5.56 5.40 6.19 5.93

Polarity Posr'ti!/e 241 3.25 293 255 3.22 2.95 226 3.26 2.96 2.86
(Avg) Negative 0.05 0.06 0.05 0.07 0.10 0.09 0.06 0.07 0.06 0.06
Neutral 9.55 9.77 10.93 9.92 9.52 11.03 8.91 9.28 10.56 9.94

Table: FactNews data analysis.
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Automated Fact-Checking: Results

@ The distribution of factuality is constant across different domains.

@ The distribution of bias varies according to the domain and media outlet.
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Figure: The cross-domain distribution of factual and biased sentences.
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Automated Fact-Checki RESTI

Sentence-Level Factuality Precision  Recall  F1-Score

BERT fine-tuning 0.89 0.89 0.88 Sentence-Level Media Bias Prediction
Part-of-speech 0.77 0.77 0.76 Datasets Lang Docum. Sent.  F1-Score
TF-IDF 0.81 0.69 0.66 BASIL (baseline) En 300 news 7,984 047
Polarity-lexicon 0.63 0.62 0.62 Biased-sents En 46 news 966 -
Emotion-lexicon 0.61 0.61 0.61 BABE En 100 news 3,700 0.80
Sentence-Level Media Bias  Precision  Recall ~ F1-Score FactNews Pt _ 300 news 6 191 0.67
Part-of-speech 0.67 0.66 0.66 S - _ - R -
Polarity-lexicon 0.50 0.50 050 __Article-Level Factuality Prediction

R N MBEC (baseline) En 1,066 medias - 0.58
Emotion-lexicon 0.53 0.52 0.50 MBEC corpus En 489 medias ~ 0.76*
TF-IDF 0.78 0.58 048

. . Figure: Comparison with literature.
Figure: Model Evaluation on FactNews.
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Systems
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Hate Speech Detection: A Novel System

BRASIL

BRASIL
#semaodio

#semaodio

Adicione um comentrio (dd a comment)

Y
‘essamulher da esquerda é uma porca asquerosa
Enter
Drag and drop file here srowse files Dragand drop file here
example.csv Offensiveness category x
— v
Nao-Ofensivo Atamente Ofensivor 50%
ot amente Ofensivo: 50%
Offensiveness overall score —
Moderadamente Ofensivo: 17%
Ofensivo L
83% Levemente Ofensivo: 17%
Categoria:  Altamente Ofensivo  Confiabilidade da Predigdo:  99% -
A A
Confiabilidade da Predicdo:  87% <-| Prediction reliability score
Offensiveness category Prediction reliability score
Download

Figure: NoHateBrazil: A Brazilian Portuguese Text Offensiveness Analysis System.

Francielle Vargas of Sdo Paulo

ptember 18




Automated Fact-Checkin,

ACTual

Fact-Checking

Valdemar Costa Neto comentou sua relago com o atual presidente, Lula (PT). Dado o cendrio a
favor do petista, eu acho que Bolsonaro deveria sair do pais. Na avaliag3o do Presidente do PL, "o
trato com Lula é muito mais facil". Por fim, ele afirmou que o Nordeste tem a maior nimero
acidentes com vitimas fatais do Brasil. Além disso, a Sede do Ministério Piblico do Nordeste sempre
&alvo de protestos. De acordo com a policia, "os protestos s5o apenas ameagas e ninguém sai
ferido". A rua foi interditada pela policia. Contudo, eu gosto de ver os pratestos por que s3o indtais.

Check

Trustworthiness Score  Graph Display

Valdemar Costa Neto comentou sua relagio com o atual presidente, Lula (PT).

Dado o cenaria a favor do petista, eu acho que Bolsonaro deveria sair do pais ]

Na avaliacdo do Presidente do PL, "o trato com Lula & muito mais facil".

Por fim, ele afirmou que o Nordeste tem a maior niimero acidentes com vitimas fatais do Bra:

Além disso, a Sede do Ministério Piblico do Nordeste sempre ¢ alvo de protestos.
De acordo com a policia, "os protestos s3o apenas ameagas @ ninguém sai ferido”.

A rua foi interditada pela policia.

{ Contudo, eu

Figure: FACTual: A Fact-Checking Explainable Factual Reasoning System.
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Automated Fact-Checking: A Novel System

Rationales Trustworthiness Score G

Rationales  Trustworthiness Scon

Trustworthiness Score Graph Display

62.5%

Figure: FACTual: A Fact-Checking Explainable Factual Reasoning System.
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Morality Sentiment: MFTC-pt Corpus

MFTC-pt corpus

Description Total Platform Annotators Type
Moral Foundations Theory 10k  Twitter and 3 (Three) Political events,
Corpus for Portuguese Instagram fake news and

hate speech

Table: MFTC-pt: Data Overview.
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Morality Sentiment: MFTC-pt Corpus

text platform mft_sent rationales mft_sent rationales

Betrayal is the lack of commitment Twitter ~ Betrayal Betrayal; lack of - -

and failure to keep the word given (LN) commitment; fail-

by the president to the then Judge ure to keep the word

Sérgio Moro, all of this | think, to

protect Bolsonaro’s family

Birds of a feather!!! | feel disgusted Instagram Harm two birds of a Degradation | feel dis-

about Brazilian's politicians (HN) feather (PN) gusted
about
Brazilian's
politicians

Table: MFTC-pt: Data Annotation (mft_sentiment and rationales).
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Morality Sentiment: MFTC-pt Corpus

Portuguese (pt-br) English (en-us)
5 c
hipéerita/hipocrisia Injustica hypocrite/hypocrisy Cheating (FN)
vai trabalhar Injustica go to work Cheating (FN)
porca/vaca/cachorra Depravagédo pig/cow/dog Degradation (PN)
ansia de vomito Depravag: vomiting sensation Degradation (PN)
nojo/nojento Depravagdo disgust Degradation (PN)

comunista

unist Subvers

lixo humano Prejudicial human wreckage Degradation (PN)
ridicula Prejudicial ridiculous Harm (HN)
impeachment Subversdo impeachment Subversion (AN)
horrorosa/feio Prejudicial horrible/ugle Harm (HN)
terrorista Subversao terrorist Subversion (AN)
sujo/suja Depravagao dirty Degradation (PN)
mamar nas tetas do Depravagédo suck on cow's teats Degradation (PN);
governo Cheating (FN)
safado/safada Depravagédo perverted Degradation (PN)

semve

me

bruxa witch D
criminoso/Bandido criminal/bandit Cheating (FN)
filho da puta Depravagédo motherfucker Degradation (PN)
farinha do mesmo saco Injustiga birds of a feather Harm (FN)
papo furado/falar Prejudicial chitchat Harm (FN);
besteiras/ladainha
inutil Prejudicial useless Harm (FN)
Prejudicial envy/jealousy Cheating (FN)

Francielle Vargas
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Francielle Vargas

Document

+Animalization

Degradation
(PN)

+Any harmful behavior
against authorities (€.g. cops, government)
+Requesting Impeachment
«Requesting military coup or military coup accusations
+Terrorism and facism and nazism

Subversion

+Crimes carried out by authorities or against authorities
+Country destabilization
+Undemocratic acts and dictatorship
Comunism

ack of loyalty to group or natior
~Lack of patriotism

Yes— | Betrayal (LN)
+Not fulfilling an agreement

“Lack of honesty
and ethic (lier, deceiver, cheat,
character flaw)

«Don't follow the laws (steal)
«Corruption

Cheating
(FN)

«Any other harmful behavior

against people or groups Harm (HN)

of Sdo Paulo

Morality Sentiment: MFTC-pt Corpus

Exemplos

«This woman is a
witch

+She is a dirty pig
“Vocation for evil

«The Brazil's
politicians are
disgusting

+Sérgio Moro started the
Coup project against
the President.
+There is a consy
against the
government
+Nothing can be
expected from a
‘militiamen government

oy

+Betrayal is the lack of
commitment and failure
to keep the word given
by the president to the
then Judge Sérgio Moro,
allof this | think, to
protect Bolsonaro's
family.

“We don't want YOU in
Brazifs government, you
are a gang of bandi

“We wanna see this
‘motherfucker (Bolsonaro)

+Speak honestly, stop
lying.

+Getoutof the govemment,
you are a bunch of
corrupt people

+That s a tragedy to
put a lunatic on this
position;

“Women are all idiots;

ptember 18, 2024



Thank youl!
To access the datasets, models, systems and papers

[=] 2. 24 [m]
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